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Rt Hon Sadiq Khan 

Mayor of London 

City Hall 

The Queen’s Walk 

London SE1 2AA 

 

February 8, 2021 (via email) 

 

Re: TfL’s wrongful revocation of Mr. Imran Javaid Raja’s private hire driver’s 

license based on incorrect data from Uber’s failed facial recognition system 

 

Dear Mayor Khan 

 

We are writing to express our deep concern and alarm over Transport for London’s 

increasingly rash action in revoking licenses from innocent drivers on the back of 

adverse reports from Uber’s deeply flawed facial recognition technology.  

 

On September 5, 2020 Mr. Imran Javaid Raja failed a facial recognition check 

facilitated by Uber via its driver app. After he failed a check a second time on 

October 2nd, 2020, Uber dismissed him from his job and reported him to Transport 

for London. On October 22nd, 2020 Transport for London summarily revoked Mr. 

Raja’s private hire driver and vehicle license without any notice or without allowing 

him any opportunity to represent himself, review the evidence or present an appeal. 

In short, both Transport for London and Uber stripped Mr. Raja of his job, his 

livelihood, and his rights without even a whisper of due diligence.  

 

Since that time and with the support of the App Drivers and Couriers Union, both 

Uber and Transport for London have reluctantly conceded that the Microsoft facial 

recognition technology used by Uber made an incorrect determination in Mr. Raja’s 

case. Uber has since reinstated his employment and TfL have reinstated his license. 

However, Mr. Raja lost three months of work during the pandemic and incurred 

considerable expense to start his appeal to the Magistrates Court to contest TfL’s 

most unjust decision. He not only lost his income, but he was left with a stranded 

asset as he made to pay £700 in vehicle financing for executive class vehicle 

because TfL also stripped him of his vehicle license also which meant he could not 

rent the vehicle out and there was certainly no possibility to sell it due to current 

trading conditions. Mr. Raja would also like you to know of the terrible toll this has 

taken on his family as well as on his own physical and mental health. More 



Page 2 of 6 
 

importantly, he would like for you to see to it that lessons are learned by TfL from his 

case in the greater interests of licensed drivers and safety of the travelling public.   

 

It has become clear that the reason Uber’s system failed to identify Mr. Raja properly 

was because he grew his beard out for religious observance reasons. It should come 

as no surprise to TfL that facial recognition systems have a terrible track record of 

failed identification especially for people of colour. A seminal MIT academic study1 

found a troubling gender and racial disparity in the accuracy of such systems. The 

Microsoft’s solution as used by Uber generated an error rate of 6.3% for an overall 

population. However, the error rate was 12.9% for people with darker skin and 

20.8% for darker skinned women. The poor accuracy of such systems used by Uber 

and now relied upon by TfL should be a concern for all of us since false readings can 

go both ways: some who should have proper access to the Uber app for work are 

denied and some who should not have access are granted it.   

 

Last summer, at the height of the Black Lives Matter protests, Microsoft announced 

that it would pause sales of its facial recognition systems to US police forces until 

adequate legislative and regulatory controls are in place for the proper use of such 

technology by enforcement authorities. If even Microsoft harbours such concerns 

about the use of its own technology should this not also give TfL and the Mayor’s 

office pause for thought? 

    

Mr. Raja is far from the only one caught up in the tragedy of the use of faulty 

surveillance technology and Transport for London’s rush to judgement in their 

unquestioning acceptance of a deeply flawed technology deployed by a deeply 

flawed company.  

 

In September 2020, the ADCU filed multiple complaints against Uber in the courts in 

Amsterdam over their use of this flawed surveillance technology after multiple drivers 

were falsely accused of having shared their accounts.  In each of these cases, TfL 

immediately revoked the licenses while denying the drivers an opportunity to review 

the evidence against them. In the rare cases where TfL has permitted 

representation, they demanded an unreasonable 48-hour response time. When we 

asked if TfL had reviewed the evidence in these sensitive surveillance technology 

cases, we did not get a straight answer which leads us to believe that TfL is failing to 

conduct even basic due diligence before revoking the licenses of innocent workers 

with immediate effect and without notice. In all of these cases, the drivers faced 

immediate revocation and were denied the rights afforded to Uber – that they might 

continue to work while they appealed the decision. In many cases, the drivers faced 

the humiliation and their families frightened by an early morning knock on the door 

from TfL enforcement officers seeking immediate confiscation of their licenses.    

 
1 Gender Shades: Intersectional Accuracy Disparities in Commercial Gender Classification. MIT. Joy 
Buolamwini &Timnit Gebru http://proceedings.mlr.press/v81/buolamwini18a/buolamwini18a.pdf  

http://proceedings.mlr.press/v81/buolamwini18a/buolamwini18a.pdf
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Transport for London has placed significant pressure on Uber, under threat of losing 

their license, to rapidly introduce facial recognition identity technology in London 

during 2020. TfL reviewed Uber’s Data Protection Impact Assessment (DPIA) before 

this system was introduced. However, TfL has refused to provide the ADCU with a 

copy of Uber’s DPIA or any account of assurances they received from Uber that this 

harmful technology would not interfere with the rights and freedoms of drivers and 

their passengers. Helen Chapman, TfL’s Director of Licensing, Regulation and 

Charging gave her enthusiastic support for Uber’s use of this flawed surveillance 

technology in her testimony at Uber’s licensing appeal hearing at Westminster 

Magistrates Court in September 2020. She told the court:   

 

TfL has taken an active interest in ULL’s proposals with regard to this product. There 

are clear benefits to the product and TfL supports any technology which increases 

passenger safety by ensuring the driver is licensed by TfL and permitted to use the 

Uber app. 

 

In her evidence Ms. Chapman betrayed a less than sophisticated understanding of 

the very real problems of biometric and photo identification in her rejection of efforts 

previously made to identify drivers with human intervention rather than automated 

systems. We suggest this lack of training, awareness and understanding at TfL and 

their continued refusal to properly engage with the driver community is a contributing 

factor to the current crisis which sees innocent workers in precarious employment 

being wrongfully targeted by TfL.   

 

Having considered the relevant images myself, my personal view is that the 

differences between them are obvious. As a result, I consider this explanation is not 

satisfactory. 

 

It is our view that the mandatory use of such technology cannot be justified and is 

entirely disproportionate to the risk. In the evidence TfL presented at Uber’s licensing 

appeal, only 21 drivers were found to share access to their driver app out of 90,000 

analysed over several years. This was only possible at the time due to a security 

problem in Uber’s app which has since been rectified.  

 

The use now of such intrusive, inaccurate, and dangerous technology is 

disproportionate and unnecessary since there are other more proportionate means 

to achieving the same end. TfL’s promotion of Orwellian levels of surveillance of 

100,000 Londoners working in the gig economy is not a reasonable or proportionate 

response for the failure of the gig employer to audit and test the security of their 

systems. In fostering this type of dangerous technology, TfL is not only endangering 

licensed private hire drivers, but they are de facto setting a standard for the entire gig 

economy world-wide and have kick started a workplace surveillance arms race. In 
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December 2020 Bolt announced huge investments in such technology including 

facial recognition. Bolt is clearly responding to the unmistakable signal sent by TfL.2   

 

 

TfL already require licensed private hire drivers, 94% of whom are BAME, to wear 

photo identification, have their photo license details transmitted to customers before 

every trip and for their license details to be published on TfL’s website. In contrast, 

TfL do not require taxi drivers, 85% of whom are white British, to wear or present 

photo identification in their cabs despite London Travel Watch’s post Worboys 

recommendation to TfL that they do so.3 TfL also agreed to remove taxi driver and 

vehicle license details from the public on-line license checker after the taxi trade 

representative bodies complained about the intrusion this might have on their 

personal privacy.  

  

The problem with the Microsoft facial recognition system is not so much the 

technology but with how the algorithm has been trained.  

  

Mayor Khan, when you came to office in 2016 you promised that TfL would open up 

its stakeholder programme and properly include private hire drivers in the 

stakeholder engagement process. We regret to say that not only have you broken 

this promise, but things have gone backwards. TfL has failed to develop a private 

hire engagement policy to guide a fair engagement process just as it has for taxi 

drivers who enjoy comprehensive engagement with the regulator. As a result, private 

hire driver engagement with TfL is dominated by corporate interests and measures 

such as the use of facial recognition have escaped the proper level of scrutiny with 

TfL naively accepting the slick assurances and representations of Uber’s PR people. 

This in turn fits TfL’s false narrative of driving such draconian action in the public 

interest while no appreciable improvement in public safety whilst turning the lives of 

precarious workers upside down. Exactly, three years ago, TfL published a strategy 

paper4 promising that they would tackle the terrible pay and working conditions 

blighting the private hire industry. Nothing has happened and conditions have further 

deteriorated.  It is in this context that the current tragic use of discriminatory and 

abusive surveillance technology systems has been allowed to proliferate in London’s 

regulated private hire trade. It is a lethal combination of the aggressive use of facial 

recognition technology against a population of BAME workers who are denied their 

basic employment and data protection rights, all overseen by a complacent 

 
2 European Uber rival Bolt raises more than $180 million for A.I. drive 
https://www.cnbc.com/2020/12/16/european-uber-rival-bolt-raises-more-than-180-million-for-ai-
drive.html  
3 Future Proof, London Assembly Transport Committee. P451. Submission from London Travel 
Watch. 
https://www.london.gov.uk/sites/default/files/gla_migrate_files_destination/All%20responses%20final_
0.pdf  
4 Policy statement: Private hire services in London http://content.tfl.gov.uk/private-hire-policy-
statement.pdf  

https://www.cnbc.com/2020/12/16/european-uber-rival-bolt-raises-more-than-180-million-for-ai-drive.html
https://www.cnbc.com/2020/12/16/european-uber-rival-bolt-raises-more-than-180-million-for-ai-drive.html
https://www.london.gov.uk/sites/default/files/gla_migrate_files_destination/All%20responses%20final_0.pdf
https://www.london.gov.uk/sites/default/files/gla_migrate_files_destination/All%20responses%20final_0.pdf
http://content.tfl.gov.uk/private-hire-policy-statement.pdf
http://content.tfl.gov.uk/private-hire-policy-statement.pdf
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regulator. Checks, balances, and due diligence has failed at every level. TfL has by 

passed all due process in its political rush to be seen to be an aggressive 

enforcement authority.  

 

For all of the reasons explained we ask you to urgently: 

  

• direct TfL to review every revocation of a private hire driver license since 

January 1, 2020 where TfL’s decision is based on analysis from any form of 

surveillance technology used by a licensed operator including facial 

recognition, geo location checks and other electronic inputs. This review 

should be carried out openly with the participation of the ADCU. All wrongful 

revocations must be identified and corrected urgently.   

• review TfL’s private hire revocation policy and correct current procedures to 

ensure due process is observed and that the rights and freedoms of licensed 

private hire drivers are respected and protected.  

• commit to end the practice of immediate revocations where the decision is 

based upon surveillance technology evidence and ensure every driver facing 

such allegations is given appropriate time for appeal and is given access to 

the evidence against them.  

• commit that TfL will in future review and challenge evidence presented by app 

operators against private hire drivers based on surveillance technology.  

• commit TfL to immediately change policy and discourage the use of harmful 

and ineffective surveillance technology by licensed private hire operators 

which is entirely disproportionate to risk.  

 

We trust you will agree that TfL must never again destroy the life and livelihood of an 

innocent worker based on the determination of flawed biometric identification 

systems.  

 

Sincerely,  

 

James Farrar 

General Secretary, ADCU & Director, Worker Info Exchange 

 

Yaseen Aslam 

President of ADCU & Convenor, International Alliance of App-based Transport 

Workers (IAATW) 

 

Silkie Carlo 

Director, Big Brother Watch  

 

PS At Mr. Raja’s request we are enclosing differing pictures from his Uber driver profile 

which were used as a reference for the failed Uber/Microsoft facial recognition system. 
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